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Abstract. In this paper, a new cryptographic algorithm was created with the soft sets, symmetric groups, soft
matrices representing soft sets, and AES. In 1999, by Molodtsov proposed soft set theory as a new
mathematical tool to deal with uncertainties. This theory which has been applied to many fields which contain
uncertainties received much attention since proposed. The inverse product and characteristic product defined
on soft matrices was used in soft encryption and soft decryption. In order to make the encryption more secure,
symmetric groups included in the algorithm.
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AES Sifreleme ve Esnek Kiimeler Yardimiyla Elde Edilen Kriptosistem II

Ozet. Bu ¢alismada, esnek kiimeler, esnek kiimeleri temsil eden esnek matrisler, simetrik gruplar ve AES ile
yeni bir sifreleme algoritmast olusturulmustur.1999°da Molodtsov tarafindan esnek kiime teorisi
belirsizlikleri ortadan kaldirabilmek icin yeni bir matematiksel yontem olarak kullanilmaya baslandi.
Belirsizlikleri igeren birgok alana uygulan bu teori onerildiginden bu yana ¢ok dikkat ¢ekmistir. Esnek
matrisler iizerinde tanimlanan invers ¢arpim ve karakteristik carpim esnek sifrelemede ve esnek desifrelemede
kullanilmistir. Sifrelemenin daha giivenli olmasi i¢in simetrik gruplar algoritmaya dahil edilmistir.

Anahtar Kelimeler: Esnek Kiime, AES, Invers Carpim, Karakteristik Carpim.

1. INTRODUCTION

The soft set theory introduced by Molodtsov[1] is seen as an effective mathematical tool as composed to
other existing methods that were used to deal with uncertainties. The advantage of soft set theory over
other theories is that researchers can select any parameters when they needed, since it does not impose
any restriction while defining an object.

By using soft set theory Molodtsov worked in many fields such as Riemann integration, game theory,
continuous differentiable functions, probability theory and measure theory[1-3].

Roy et. al. [4] investigated soft set theory for decision making problems. Many researches studied on
soft set theory. For exampleFeng et al. [5] defined various concepts such as intersection, union,
difference on soft sets. Sezgin and Atagiin [6] introduced intersection, extended intersection, limited
union, and limited difference on soft sets and examined the relationship with others. Aktas and
Cagman[7] compared soft sets with related concept of fuzzy sets and rough sets. In addition to, they
introduced concept of soft group that has been launched in many new works. They also defined
concepts of soft subgroup, normal soft subgroup and soft homomorphism on soft groups. Atagiin and
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Sezgin [8] worked on ring, field and soft algebraic modul. Sezgin and Atagiin [9] defined soft near-ring.
Atagun and Aygun proved that the set of all soft sets over a universe U is an abelian group under the
each operations and called “the inverse group of soft sets” and “the characteristic group of soft sets”

[10].

AES(Advanced Encryption Standard) is a subset of the Rijndael block cipher developed by two Belgian
cryptographers, Vincent Rijmen and Joan Daemen, who submitted a proposal to NIST during the AES
selection process. Rijndael is a family of ciphers with different key and block sizes [11]. AES which
still maintains its reliability today, is used for security in the computing world. Today, fast and small
size product are required in techonology’s preferred features. Therefore, AES and speed need to have as
few memories as possible. In our study [12], we did this with the charahteristic product. In this paper, a
new cryptographic algorithmusing the inverse product is proposed for soft sets, soft matrices, symmetric
groups and using the row shift method in AES cryptosystem.

2. PRELIMINARIES

Definition 2.1. Let U be a universal set, P(U) be power set of U, E be a parameter setand Ac E
.Then, f,:E—P() defined as follows:

(f,E)={(e, fo(e)):ecE, f,(e) ePU)|ez Aisef,(e) =T}

The pair (f,, E) is called soft set on U [13]. Where, f, is approximate function of (f,,E)and f,(e)
is called s-approach set. (f4, E) can be represented as (F, A) or F,. Moreover, (fy, E) can be written as

(fa E) = {fa(e)le € A}[2].
Definition 2.2. Let (f,,E) beasoftseton U .
il) If for all e € 4, (f,,E)= 0, then (f,, E) is called empty soft set and it is denoted by (f,,E)=®.

i,) If for all e€ A, (fa,E)=U, then (f,,E) is called absolute soft set and it is shown as
(fa B) = (T, E)[1]

Definition 2.3. Let (f,, E) be a soft set on U .The complement of (f,,E) denoted by (f,, E)°,
VeeE, f°(e)=U/f,(e)[1].

Proposition 2.4. Let (f,, E) beasoftseton U . Then,

il) (f°, E) =(f,,E),

i,) ® =(f.,E)[2l.

Definition 2.5. The algorithm that uses the same key for encryption and decryption is called secret

keyed algorithm [14].

Definition 2.6. The algorithms in which different keys are used for the encryption and decryption
operations, decryption key can’t be obtained from encryption key are called open keyed algorithm [14].

Definition 2.7. (Advanced Encryption Standard ) The AES encryption algorithm is a block encryption
algorithm that encrypts 128-bit data blocks with 128, 192 or 256-bit key operations. The information of
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128 bits in size is separated into (4x4) square matrices and included in the encryption algorithm. The
obtained matrix is named as “state” and every row of this matrix is named as “word” [14].

Definition 2.8. (Loop Structure)

Once state matrix is established, algorithm come into operation. The length of key determines the
number of loops. The process of using columns is not needed in the final loops, a coded block is
obtained by doing addition with the type key. The inverse of these sub-operation is used to solve
encrypted text. In loops of state matrix, the four operations, given in [14] are used.

Definition 2.8.1. (Bit Changing)

Matrix named as state matrix will have a change in its elements. These changes are made according the
previously calculated S-box. In S-box, the elements of the state matrices can be 16x16 matrix since they
are based on the hexadecimal basis [14].

Definition 2.8.2. (Row Shifting)
This operation is done on new state matrix. The first row of the matrix remains fixed, the second, third
and fourth rows are shifted by 1, 2 and 3 rows to the loft respectively [14].

Definition 2.8.3. (Column Shuffling)
The shuffling of columns is achieved by matrix multiplication of each column of the state matrix
obtained by shifting rows in previous stage equation
a(x) ={03} x3 + {01} x? +{01} x +{02}
independently. The new column is replaced by the old column [14].

Definition2.8.4. (Adding Loop Key)
According to AES algorithm, the key material is added at th end of each loop. This is the key index
originally generated by the key generation block [14].

Definition 2.9.

The AES decryption algorithm is an algorithm used for decrypting the encrypted text. Similar steps used
to decrypt the encrypted text, but operations are inversed. The conversions applied to encrypt the text
are translated in the opposite direction and start in the inverse order of encryption [14].

Definition 2.9.1. (Inverse Row Shifting)
The state matrix is shifting to the right rather than to the left as applied in encryption. The second, third
and fourth row are shifted by 1, 2 and 3 rows to the right respectively [14].

Definition 2.9.2.(Inverse Byte Changing)
In the encryption process, S- box has been used to change the byte. Similarly, S-box is also used for
decryption. However, this S-box is the inverse of the S-box used for encryption [14].

Definition 2.9.3. (Inverse Coloumn Changing)
Every coloumn is multiplied with the equation a~'(x) = {0B}x3® +{0D}x? +{09}x +{0E}and
replaced with the old column [14].
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Definition 2.9.4. (Adding Loop Key)
The loop key has a symmetrical structure and the opposite of the loop key is itself. The AES algorithm
uses the same key to encrypt and decrypt the text [14].

Definition 2.10. The one-to-one and onto function defined on a non-empty set A is called permutation.
It is a group with respect to composition of functions, and named as permutation group. It is shown as
Sn [16].

3. SOFT MATRICES

Definition 3.1. Let (f,,E)be asoftseton U . The subset R, ={(u,e):ee Aue f,(e)}of UxE is

called relation form of (f,,E).

1 (ue)eR,

Xe, 'UxE—{0,1}, XRA(u,e):{O (L.e)¢R..

where R, is called characteristic function [15].

If Clijz XRA(ui, ej),

Ay ot Qin
: : ] is called soft matrix of (f4,E) on U . The all soft matrix of U are denoted by

AQm1  ° Qmn

[a;;]=

SMpxn -

Example 3.2. Let U={ u; ,u,, us, Uy, us} be the universal set, E={ e, , e, ,e3,e, } be parameter set,
A={e;,es,e,}and (f4,E) = { (es, {uy,us}) (e3, {uy, us, us}), (e, U) }. The relation form of (f4 ,E)

Ry ={ (uz,e1), (us,e1) ,(ug,e3),(uz, e3), (us, e3) (ug,es) , (uz,es) , (uz,es) , (ug,es), (us,eq) }.
Then soft matrix

[aij ] =

O L O L O
o O O o o
P Ok O K
N

Definition 3.3. Let [a;;] € SMyxy, -

iy ) If a=0foralliandj, [a;] is called zero soft matrix and it is shown with [0].

iy ) If a=1forall je I ={j:ej € A}and i, [a;] is called A-universal soft matrix and it is shown

i3 ) Ifaj;=1foralliandj, [aj] is called universal soft matrix and it is shown with [1]. [10]
Definition 3.4. Let [a;], [b;] € SM_,. Then ™, "inverse product of [a;]and [b;]is

[a;]-; [b;]1=[c;], foreach i,
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.- . 1! alj * ij
itis definedas ¢; = [10].
0, i — Mij
Definition 3.5. Let [a;], [b;] € SM .. Then ™ "characteristic product of [a;] and[b; ]is [a;] -
[b;1=[c;], foreach i, j

#b

1 ij ij

. . 1 Q = bij
itis defined as c; = 0 [10].

4. SOFT ENCRYPTION

The numbers corresponding to the letters in the alphabet for the cryptosystem are as follows:

HARFLER ABCDEFGHIJ K L M N O P Q R

NUMARALAR 012345678910 11 12 13 14 15 16 17
STUVWXY ZCG 1 O0SU
1819 20 21 22 23 24 25 26 27 28 29 30 31

The 5-bit counterpart of each letter in binary system:

A B C S U
00000 00001 00010 00100 11111

Due to binary system 6 letters are added to obtain 32: C,G,1,0,S,U.

Definition 4.1. While any S € SMgys soft matrix is arranged according to any m € Sz permutation
group, the elements in each row of the soft matrix are displaced according to the given . Obtained
matrix will be shown with S . This paper, soft matrix will be shown with S, message with M,ciphertext
with C.

Example 4.2. Let S = and m =(13542). The elements of each row of soft matrix

o O - -
R  — O O
o - - -
o »r O O
O O O~ -

1 10

are displaced according Eo 1-3-5- 4521 to arrange soft matrix according to « permutation.
The first row arranged is 00111. If the same operation applied to each row
0 111

Sp =

o B - O
o O » O O
= O O -
o O O k-
_ O - =

matrix is obtained.

Theorem 4.3. Let S,M,C eSM5,5 and m € Sg . Then,
i) Sg M=C

i) Sg - M=C

i3) (Sp+i M) - Sz =C
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Proof: Theorem 4.3. Soft Encryption Algorithm with i;)

Any soft set is taken.

A soft matrix is obtained which corresponds to the soft set.

The message is divide into blocks and found counterpart in binary system.

The first row of the soft matrix remains fix, the second, third and fourth row is shifted by 1, 2
and 3 rows to the left respectively.

5. Each row of the soft matrix is rearrange according to  and S,; key is obtained.

6. Makes "," product S, and message.
7. Each row of the matrix which obtained letter and sends to receiver.

el A

The other matters of the theorem can be done in similar way only changing the type of product.

Theorem 4.4, Let S,M,C eSMgsand m € Sg. Different decryption methods are given as follows
according to Theorem 4.3.

i1)C+; Sp=M

iz) C ‘¢ Sn- =M

i5) S+ (CSz) =M

Proof: Theorem 4.4. Soft Decryption Algorithm with i,)

The soft set used for encryption is taken.

The soft matrix corresponding to the soft set is obtained.

Ciphertext is divided into blocks and found corresponding in the binary system.

The first row of the soft matrix remains fix, the second, third and fourth row is shifted by 1, 2
and 3 rows to the left respectively.

5. Each row of the soft matrix is rearrange according to = and S, key is obtained.

6. Makes "." product S, and ciphertext.
7. Each row of the matrix which obtained letter and the message is decrypted.

el NS

The other matters of the theorem can be done in similar way only changing the type of product.

5. APPLICATION OF SOFT ENCRYPTION AND DECRYPTION

Example 5.1. Soft Encryption

1) Let (f4 ,BE) ={(es, {uy,us,us}) (es,{uy ,us,us}), (es, {us,us}) } be soft seton U Let
SOFT ENCRYPTION ” is the message.

2) The soft matrix corresponding to the soft set:

u)
I

R O Lk O K

O O O O o

R P, O L O

O 0o o o o

O L O L O

3) The message is divided into blocks. SOFTE / NCRYP / TIONA
Found counterpart in binary system and each row create a matrix. Here, to the last of the message is
appended with a letter to complete the block.
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SOFTE - 10010, 01110, 00101 , 10011, 00100

10010
01110
M, = 0 0101
100 1 1
0 01 0 0]
NCRYP - 01101, 00010, 10001, 11000, 01111
0 1 1 0 1]
00010
M2:10001
11000
0 1 1 1 1]

TIONA - 10011, 01000, 01110, 01101, 00000

1 0 0 1 1]
01000
M3201110
01101
0 0 00 0]

4) Other rows obtained the first row of the soft matrix are shifted as defined in the algorithm.

10000

O o o o
A =
o o o o
o, O o

=T S =

5) Let m = (14235) € S5 . Soft matrix is arranged according to .

00010
01100
S;=10 100 0
10100
01100
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1 0 0 0 O]
00010
0110
6) S, - M, =C, =
) Sx o My =0y 0011
0100 O]
0 1 1 1 1] 1 0 0 0 1]
01110 00100
Similarly, C, = 11001 ,C3 = 00110 is obtained.
01100 11001
0 0 0 1 1] 0110 0]

7) Turns from soft matrix of message the letter. the ciphertext is obtaind as

" QCNHIPOZMDREGZM?” and is sent to receiver.

Soft Decryption

1) The soft set used for encryption is taken.

(fa .B)={(er, {us,us us}) (es, {uz,us,us}), (es,{us,us}) }

2) The soft matrix corresponding to the soft set:

10000
00101
s=|1 0000
00101
10 1 0 0]

3) The ciphertext is divided into blocks “QCNHI- POZMD- REGZM?” soft matrices of the ciphertext
respectively:

10000 01111 10001
00010 01110 00100
c-|01to01 11001 00110
00111 01100 11001
0100 0 000 1 1 01100

4) Other rows except the first row of the soft matrix are shifted as defined in the algorithm.
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O O O O -

P P, O Lk O

o O O o o

R O R, Pk O

o b O O O

5) m = (14235) € S5 was taken as. Soft matrix is arranged according to 7.

G)C.iST[:Ml =

o O O B+

O O O+~ O

P O R, kL O

O L O R B

O r O O

0

o O O

o B O O

0

=T S =

P P O O Bk

0

=R

R O O O Bk

1

o O o o

R O O —r O

0

o O o o

P O Fr O B

O O O O -

o P O

o O O

o O O -

O B O O -

7) Turns from soft matrix of message the letter. SOFTE / NCRYP / TIONA the message is decrypted.
“SOFT ENCRYPTION” obtains the message. Similarly, other theorems can be used for encryption and
decryption.

6. CONCLUSION

In this paper, a new cryptographic algorithm was created based on the soft sets, symmetric groups and
AES. Precise selection of universal set and soft set elements improves the security of encryption. The
soft encryption created with m € S5 similarly can be applied for & € Sy, S;. Then, the size of the soft
matrix changes. Furthermore, we can also do the operations in the rows instead of the columns.
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